{ Minimum Technical Requirements J

Hardware & Software Requirements

Able to load as a local install & run efficiently via Citrix (Citrix Preferred)

Current Citrix Version = Client version 12.3.08.

Current Windows Version —= Windows 7 (mix of 32bit and 84bit) & Windows 8 (mix of 32bit and 64bit)

Should never need Admin rights to run an Application.

Needs to be compliant with MAC OS —MAC 0SX 10.7 and above

MSI packages and .exe provided for installation.

If the software is required to be installed on a serverideally we would want it to be server 2012 R2 compstible, but
Windows Server 2008 R2 at 8 minimum.

Current Citrix version is XenApp 6.5 but again this should be a minimum.

Any application to support Roaming Profiles.

Security & SOX Requirements

Active Directory (AD), integrating Single Sign On.

If Web based, needs to be encrypted (SSL)

All passwords need to be encrupted and follow SOX guidelines (capital letter, number, lower case) and automatically
asked to change every 60 days.

In built sauditing and logs.

URL should be randomised.

Additional Requirements

Time period for software to be upgraded and tested when new versions of Citrix are released with notification given
to Agencu.

APl integration.

File delivery to a FTP site — both supplier and agency hosted.



